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Abstract. Neural network controllers are increasingly used in safety-
critical cyber-physical systems due to their ability to approximate com-
plex non-linear control policies. However, providing guarantees about
their behaviour remains challenging, particularly when such controllers
are deployed in closed loop with non-linear dynamics. This paper presents
a case study on the robustness and verification of a neural network con-
troller for a quadrotor drone performing winch-based payload delivery
with a tethered load. An expert PID controller is first designed to sta-
bilise the coupled drone-payload system in desired setpoints and is used
to generate training data. A NN controller is then trained to approx-
imate the expert policy, and adversarial training and property-driven
training are incorporated to improve robustness and bias the controller
toward safe behaviour and property compliance. The learned controllers
are evaluated using three complementary verification techniques. First,
controller-level formal property verification is performed using the Vehi-
cle specification language and the Marabou solver to assess properties
such as bounded actuation or correct control direction. Second, finite-
time reachability analysis of the closed-loop system is conducted using
CORA, revealing scalability limitations due to non-linear dynamics and
dimensionality. Third, empirical robustness is evaluated under adversar-
ial input perturbations, complemented by explainability analysis using
LIME and Integrated Gradients to assess feature sensitivity and stability.
This case study highlights the interaction between training strategies and
verifiability, and showcases current challenges in verifying NN controllers
for aerial robotics applications.

Keywords: Neural Network Control · Uncrewed Aerial Vehicle · Verification of
Cyber-Physical Systems · Machine Learning.

1 Introduction

We introduce a novel verification case study for an aerial delivery cyber-physical
system: a planar quadrotor with an underslung payload connected via a tether.
⋆ Equal contribution
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The benchmark preserves key non-linear couplings between vehicle motion, pay-
load swing, and tether dynamics while remaining sufficiently structured to inte-
grate with current neural network verification tools. Using this benchmark, we
develop an expert PID controller and train a neural network controller by be-
havioural cloning, providing a learned control policy suitable for both empirical
evaluation and formal analysis.

To improve robustness and encourage safe behaviour, we investigate robustness-
based training, including adversarial training under bounded input perturba-
tions, and property-driven training (PDT), in which controller-level specifica-
tions are translated into differentiable penalty terms and integrated into the
learning objective. We analyse how these training strategies affect both em-
pirical robustness and verifiability. To support interpretability and diagnostic
insight, we apply explainability analysis using LIME [26] and Integrated Gra-
dients [29] to compare feature importance and stability between baseline and
robustly trained controllers.

Finally, we evaluate the learned controllers using three complementary as-
surance techniques at different levels of abstraction: (i) controller-level formal
property verification of the neural network in isolation using the Vehicle specifi-
cation language [6] with the Marabou solver [30]; (ii) system-level finite-horizon
closed-loop reachability analysis using CORA [1]; and (iii) empirical robustness
evaluation via adversarial perturbation testing. All code for simulation, training,
and verification is released as open source3.

1.1 Drone Delivery

The use of Uncrewed Aerial Vehicles (UAVs)–more commonly known as drones–
for the delivery of packages has become increasingly widespread in both rural and
urban environments. Drone delivery has been used to improve access to health-
care and ensure time-critical delivery of medical goods, such as vaccines [11,7,22]
and blood [21,16,9,3]. In urban environments, drones are increasingly being de-
veloped for last-mile delivery of food and consumer goods [4,19]. Operation of
drones, particularly in urban environments, requires adherence to strict safety
and reliability requirements administered by local flight aviation authorities.

Several mechanisms have been utilised for delivering packages using drones,
including parachute-based delivery [9,12,13] and servo-actuated mechanisms [18,14].
Whilst these approaches offer a straightforward method for dropping the pay-
load (’package’), neither offers precise control over the payload descent dynam-
ics. Increasingly, winch based mechanisms are explored in which the payload is
suspended beneath the drone on a tether and lowered to the ground using a
motorised winch [24,5,23]. This configuration has several practical advantages,
including the ability to deliver a payload without requiring a human to approach
the drone itself, thereby reducing the risk of collision with hazardous rotating
components such as propellers. Nevertheless, winched delivery introduces safety

3 https://github.com/calumarnott/f21zk.git

https://github.com/calumarnott/f21zk.git
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concerns to address, including payload swing, slack or excessive tension in the
tether, winch overload, and collisions with the surrounding environment.

The resulting drone-payload system shows coupled multi-body dynamics
along with non-linear effects. Ensuring safe operation therefore requires care-
ful control design and rigorous analysis.

1.2 Neural Network Control of Cyber-Physical Systems

Neural Networks (NNs) have been utilised for control in cyber-physical systems
[20], including for UAV applications [2,31]. NNs are appealing due to their abil-
ity to learn complex non-linear control mappings, to cope with uncertainty, and
to perform well when accurate modelling of system dynamics is difficult [10].
These properties are particularly relevant in aerial robotics, where system dy-
namics include coupled translational and rotational motion, non-linear actuator
behaviour, and environmental disturbances such as wind. However, the adoption
of NN controllers in safety-critical applications remains limited by the lack of
formal guarantees on their behaviour. Verification of NNs as controllers is a bur-
geoning research field [28,27,8], and formal verification techniques are desirable
for assuring safety in systems that operate in close proximity to people and the
environment, such as delivery drones.

From a verification perspective, the drone delivery system with an underslung
payload presented has several distinguishing challenges from existing cyber-
physical system (CPS) benchmarks. Firstly, the NN controller is based on a
regression network, which produces continuous-valued control outputs rather
than discrete actions or class labels. Moreover, the closed-loop dynamics of the
combined drone–payload system are non-linear and relatively high-dimensional,
making reachability analysis computationally challenging. Additionally, safety
is not naturally expressed as simple avoidance of unsafe regions in the state
space; rather, desired behaviour is more naturally characterised as maintaining
bounded deviation from a target trajectory or operating regime. Though prior
benchmarks have addressed the verification of neural network controllers for a
quadcopter drone [17], the inclusion of an underslung payload increases the com-
plexity of the system as the controller must simultaneously regulate the motion
of the drone and the payload, which are highly coupled dynamically.

This places the drone-payload system at the boundary of what existing neural
network verification and reachability tools can handle in practice.

2 Modelling

We model a quadcopter drone transporting a payload via a tethered winch mech-
anism. To improve tractability for verification, the dynamics are simplified with
the following assumptions: planar motion in the x–z plane; a rigid, symmetric
quadcopter with mass concentrated at its centre of mass; a massless, inextensible
tether that remains taut; pure axial thrust from the rotors; and no aerodynamic
drag or external disturbances. The tether tension is resolved via a quasi-static
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iteration at each timestep, assumed accurate for sufficiently small integration
steps. These assumptions preserve the dominant non-linear couplings between
the drone and payload while yielding a model suitable for formal analysis.

2.1 State, Controls, and Parameters

The system state captures the planar motion of the quadcopter and the dynamics
of the tethered payload:

s =
[
xq zq θ ẋq żq θ̇ ℓ ϕ ℓ̇ ϕ̇

]⊤
.

The control input consists of the individual rotor thrusts and the commanded
tether feed rate:

u =
[
T1 T2 T3 T4 uℓ

]⊤
.

Here, xq and zq denote the quadcopter centre-of-mass position, θ is the pitch
angle, ℓ is the tether length, and ϕ is the payload swing angle measured from
the vertical. Dots denote time derivatives.

The system’s physical parameters are the quadcopter mass mq, payload mass
mp, pitch-axis inertia Iq, gravitational acceleration g, and rotor arm length d.

2.2 Equations of Motion

The translational dynamics of the quadcopter are given by

mq

[
ẍq

z̈q

]
= Fthrust +Qu(ϕ)−mqg

[
0
1

]
, (1)

where Fthrust is the total thrust force and Q is the tether tension.
The rotational dynamics about the pitch axis are

Iq θ̈ = τ, (2)

with τ denoting the applied pitch torque.
The payload dynamics satisfy

mp p̈p = −mpg

[
0
1

]
−Qu(ϕ), (3)

where pp is the payload position.
Projecting the payload dynamics onto the tether frame yields the swing equa-

tion

ℓ ϕ̈+ 2 ℓ̇ ϕ̇ = −g sinϕ+

[
ẍq

z̈q

]
· t(ϕ), (4)

and the radial equation

mp(ℓ̈− ℓϕ̇2) = mpg cosϕ−Q+mp

[
ẍq

z̈q

]
· u(ϕ). (5)
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Solving for the tether tension gives

Q = mp

[
g cosϕ+

[
ẍq

z̈q

]
· u(ϕ)− (ℓ̈− ℓϕ̇2)

]
. (6)

The tether feed rate is controlled directly by the winch input,

ℓ̇ = uℓ. (7)

All geometric definitions and intermediate derivations are provided in Ap-
pendix 7.3.

3 Implementation

This section describes the expert controller and simulation framework used to
generate training data, followed by the learning pipeline used to train a regression
neural network controller via behavioural cloning.

3.1 Expert PID Controller

Each controlled variable xi is governed by a PID law of the form

ui(t) = Kp,iei(t) +Ki,i

∫ t

0

ei(τ) dτ +Kd,i
dei(t)

dt
, (8)

where ei(t) = xi,ref(t)− xi(t) denotes the tracking error.
Independent PID controllers are implemented for the following objectives:

ux : horizontal quadcopter position (xq),

uz : vertical quadcopter position (zq),

uϕ : payload swing damping (ϕ → 0),

uθ : quadcopter pitch stabilisation (θ),

uℓ : tether feed control (ℓref(t)).

A cascaded control structure is used, with outer-loop controllers regulating
position and payload motion, and inner-loop controllers stabilising vehicle at-
titude and velocity. Additional details of the implementation are included in
Appendix 7.4. For simplicity, and to reduce the dimensionality of the learning
problem, the neural network controller is trained assuming a fixed tether length;
consequently, the tether feed controller is inactive during data generation.

The PID controller is not intended to be optimal, but rather to provide a
reliable and interpretable expert suitable for supervised learning. As a result,
the behaviour and safety properties of the learned neural network controller are
inherently constrained by the coverage and quality of the expert demonstrations.
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Fig. 1: Dataset generation pipeline using expert PID controller in simulation.
The numerical simulation framework used with the expert PID controller to
update the system dynamics is detailed in Appendix 7.1.

3.2 Dataset Generation

The expert PID-controlled simulation is used to generate training data for the
NN controller. Trajectories are generated by sampling a range of initial condi-
tions to reach a reference setpoint, and logging the resulting state, error, and
control tuples at each simulation step. The data generation pipeline is outlined
in Fig. 1. At each time step t, the input to the learning model –the dataset
features– consists of the system state st together with a vector of tracking errors
et, defined with respect to the desired reference trajectory or setpoint:

et = sref(t)− st.

The resulting dataset is given by

D = {(st, et),ut}Tt=0,

where u = πPID(s) denotes the control action generated by the PID controller.

3.3 Neural Network Controller

The learned controller is implemented as a feed-forward neural network that
approximates the expert PID policy via supervised behavioural cloning. The
network maps the current system state and tracking errors to continuous-valued
control outputs, and is evaluated in closed loop using the nonlinear system dy-
namics described in Section 2.

Architecture The controller is implemented as a fully connected multi-layer
perceptron (MLP). The network takes as input the concatenation of the system
state st and the corresponding tracking error vector et, and outputs continuous-
valued control commands:

fθ : (st, et) 7→ ut.
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The architecture consists of three 32–node hidden layers, each followed by a
ReLU activation. Dropout can optionally be applied during training to improve
generalisation. The output layer is linear, as the control task is formulated as a
regression problem.

Training Procedure Training is done via supervised learning on the generated
dataset. The network parameters θ are optimised to minimise a mean squared
error (MSE) loss between the predicted control outputs and the expert data:

LMSE(θ) = E(s,e,u)∼D
[
∥fθ(s, e)− u∥22

]
.

The dataset is split into training, validation, and test subsets (80/10/10% re-
spectively). We train for 100 epochs using a standard gradient-based optimiser,
with early stopping based on validation loss to mitigate overfitting. Model per-
formance is evaluated using both mean squared error (MSE) and mean absolute
error (MAE) on held-out test data.

Closed-Loop Deployment After training, the neural network controller re-
places the expert PID controller in the closed-loop simulation. At each control
step, the current system state and tracking error are passed to the network to
generate control commands, which are then applied to the system dynamics.

Although the network is trained to imitate a stabilising expert policy, no
formal guarantees of stability or safety are provided by the learning process
alone. In particular, the learned controller may exhibit unstable behaviour for
states outside the training distribution or under perturbations, motivating the
robustness analysis and formal verification presented in later sections.

Adversarial and Property-Driven Training (PDT) Beyond standard su-
pervised training, additional training objectives are introduced to improve ro-
bustness and enforce safety-relevant properties in the learned controller. Two
complementary strategies are considered: adversarial training and property-driven
training. The integration of these strategies into the full closed-loop NN con-
troller system is shown in Fig. 2.

The effectiveness of these strategies is evaluated through different verification
techniques in Section 4.

3.4 Adversarial Training and Adversarial Example Generation

This section describes the adversarial training procedure used to improve the
robustness of the learned controller, as well as the method for generating adver-
sarial examples during verification and evaluation.
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Fig. 2: Neural network controller pipeline with adversarial and property-driven
training. Adversarial training and PDT are applied during model training. Dur-
ing inference, the trained network is deployed in closed loop with the system
dynamics, and adversarial examples are generated by perturbing the input state
within a bounded set. This allows for controllers, trained with or without adver-
sarial objectives or PDT, to be evaluated for robustness to noise.

Threat model and attack objective Let the controller be a regression model
fθ : Rd → Rk mapping an input feature/state vector x to a control output
ŷ = fθ(x). We consider worst-case bounded perturbations δ applied to the input,

xadv = x+ δ, ∥δ∥∞ ≤ ε or ∥δ∥2 ≤ ε, (9)

and generate adversarial examples by maximising the MSE loss:

max
∥δ∥≤ε

L
(
fθ(x+ δ), y

)
, L(ŷ, y) = ∥ŷ − y∥22. (10)

All reported attacks are white-box : they use gradients of L with respect to the
perturbation (PGD) under the current model parameters.

Attacks considered We evaluate two standard white-box attacks adapted to
regression, using MSE as the attack loss L(fθ(x), y) = ∥fθ(x)− y∥22, where x is
the clean input, y the target, and ∇x denotes the gradient with respect to the
input.

FGSM (single-step). FGSM takes one gradient-ascent step to increase L. For an
ℓ∞ constraint,

xadv = x+ ε · sign
(
∇xL

(
fθ(x), y

))
, (11)

where ε is the perturbation budget and sign(·) applies the gradient direction per
feature. For ℓ2, FGSM uses the normalised gradient direction.

PGD (iterative). PGD iteratively updates a perturbation δt for T steps and
projects back to the ε-ball:

δt+1 = Π∥δ∥≤ε

(
δt + α · gt

)
, xadv = x+ δT , (12)
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where α is the step size and Π∥δ∥≤ε enforces the norm constraint (clipping for
ℓ∞, rescaling for ℓ2). The ascent direction is

gt =


sign

(
∇δL

(
fθ(x+ δt), y

))
, ℓ∞,

∇δL
(
fθ(x+δt),y

)
∥∥∥∇δL

(
fθ(x+δt),y

)∥∥∥
2

, ℓ2,
(13)

i.e., sign-gradient steps under ℓ∞ and unit-gradient steps under ℓ2.
We use random start by sampling δ0 within the ε-ball to strengthen the

attack.

Implementation details and evaluation protocol Adversarial inputs are
generated via a unified attack factory (make_attack_fn) and applied per mini-
batch during training/evaluation. Concretely, for each batch (X, y) we compute
Xadv = attack_fn(fθ, X, y) and then evaluate the model on Xadv to obtain ad-
versarial MSE/MAE. Clean evaluation is performed by setting attack_fn=None.

For qualitative inspection, we also generate a single adversarial sample from
the test set and plot the clean vs. adversarial feature vector (Figure 4a). This
highlights how PGD produces structured, loss-increasing perturbations across
features rather than unstructured random noise.

Adversarial training parameters. Our adversarial training configuration uses
PGD with ℓ∞ perturbations, perturbation budget ε = 0.05, and T = 40 update
steps (with default α = ε/T ). We use mode=mix with λ = 0.5 (i.e., every sample
has a 0.5 probability of being attacked when adversarial training is enabled).

When enabled, adversarial training forces the controller to fit not only the
nominal data distribution, but also the worst-case perturbations within the cho-
sen threat model. Empirically, this typically reduces the growth of adversarial
error as ε increases (at the cost of additional computation, since generating Xadv

requires multiple forward/backward passes per batch). The robustness curves in
Figure 4b illustrate this effect by comparing a normally trained model and an
adversarially trained model under PGD evaluation.

4 System Verification and Robustness Analysis

This section evaluates the safety and robustness of the learned neural net-
work controller, discussing the implementation and analysis of three complemen-
tary verification methods: (i) formal controller-level verification in isolation, (ii)
system-level reachability analysis of the closed-loop dynamics, and (iii) empirical
robustness analysis of the neural network under bounded input perturbations.

Together, these methods provide insight into which safety-relevant properties
can be formally guaranteed, which can only be assessed empirically, and where
current verification tools encounter scalability limitations.
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4.1 Controller-Level Property Verification (Vehicle + Marabou)

This subsection focuses on formal verification of the neural network controller in
isolation, independent of the underlying system dynamics. The goal is to assess
whether the learned controller satisfies high-level, safety-relevant properties over
bounded input domains. Properties are specified using the Vehicle specification
language and verified using the Marabou neural network verifier.

Verification Scope and Assumptions We consider the neural network con-
troller as a static function fθ : (s, e) 7→ u, mapping system states and tracking
errors to control outputs. Verification is performed over bounded regions of the
input space corresponding to physically valid states. This controller-level anal-
ysis provides formal guarantees about instantaneous control outputs, which are
necessary but not sufficient for overall system safety.

Safety and Behavioural Properties Based on physical actuator limits and
desired control behaviour, we define the following properties.

Property P1: Global Saturation Safety. For all valid inputs, each control output
must remain within the physical actuator limits, ensuring that the controller
never commands infeasible actuator values:

∀(s, e) ∈ X , umin
i ≤ fθ(s, e)i ≤ umax

i , ∀i.

Property P1.2: Saturation Safety with Margin. A relaxed variant of Property P1
introduces a margin factor m > 0, allowing small deviations over actuator limits:

∀(s, e) ∈ X , umin
i −m ≤ fθ(s, e)i ≤ umax

i +m, ∀i.

Property P2: Correct Control Direction at Extremes When selected state vari-
ables (e.g. position or payload swing) are far from their reference values, the
controller must apply corrective actions in the appropriate direction. For exam-
ple, for pendulum swing angle error eϕ:

eϕ > ϵ ⇒ fθ(s, e)uϕ
< 0, eϕ < −ϵ ⇒ fθ(s, e)uϕ

> 0,

where ϵ > 0 is a threshold defining "far" from the reference. Similar conditions
apply for other critical state variables. This property encodes basic physical
intuition about stabilising behaviour.

Property P3: Quiet Control Near Equilibrium Near equilibrium, where track-
ing errors and velocities are close to zero, the controller should apply minimal
control:

∥e∥∞ ≤ ε ⇒ ∥fθ(s, e)∥∞ ≤ uquiet,

for small thresholds ε, uquiet > 0. This property discourages oscillatory or un-
necessarily aggressive control near the desired operating point.
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Formal Verification with Vehicle and Marabou Each property is en-
coded in the Vehicle specification language using bounded quantification over
the input space. The resulting constraints are passed to the Marabou verifier,
which symbolically analyses the neural network to determine whether the prop-
erties hold for all inputs in the specified domain. We provide a full Vehicle
specification of the above properties in Appendix 7.5.

Verification outcomes are reported as either verified/SAT (property holds
for all inputs in the specified domain) or violated/UNSAT (a counterexample
is found). Due to network size and input dimensionality, not all properties are
verifiable for all models, highlighting scalability limitations of current neural
network verification tools.

Property-Driven Training To improve satisfaction of the above properties,
selected specifications are incorporated into the training process via property-
driven training (PDT). Each property is transformed into a differentiable penalty
term that augments the standard imitation loss. We showcase an example.

Let LMSE denote the regression loss used in our system. The total training
objective becomes:

L = LMSE + λ1Lsat + λ3Lquiet,

where λi are weighting coefficients.

Saturation Penalty. Violations of actuator limits are penalised using ReLU:

Lsat =
∑
i

max(0, fθ(s, e)i − umax
i )2 +max(0, umin

i − fθ(s, e)i)
2.

Quiet Control Penalty. Near-equilibrium behaviour is encouraged by penalising
control effort when errors are small:

Lquiet = 1∥e∥∞≤ε ∥fθ(s, e)∥22.
These penalties act as soft constraints during training, biasing the learned

controller toward satisfying the specified properties.

Verification Results and Limitations Due to the size of the training dataset,
the dimensionality of the input space, and limited computing resources, full
controller-level verification of our tethered drone NN controller was not tractable
using Vehicle and Marabou. To validate the effectiveness of the proposed
property-driven training approach, we evaluated it on a simpler pendulum con-
trol benchmark commonly used in neural network verification studies.

Results indicate that property-driven training improves satisfaction of the
specified safety properties. In particular, after applying PDT, properties 1.2 and
3 were successfully verified, compared to only property 3 being verified in the
baseline model. Furthermore, the number of counterexamples found for violated
properties in a sample dataset decreased significantly, demonstrating enhanced
controller behaviour in critical scenarios.



12 C. Arnott et al.

While these findings show the effectiveness of PDT in enhancing verifiability,
they also highlight the challenges of scaling neural network verification to higher-
dimensional, real-world control problems. This motivates future research into
more efficient verification methods tailored to complex control systems.

4.2 Closed-Loop Reachability Analysis (CORA)

ß This subsection analyses the closed-loop behaviour of the drone-payload system
using finite time-horizon reachability analysis. The CORA tool is used, imple-
mented in MATLAB, to compute over-approximations of the reachable state sets
for the non-linear system dynamics. The analysis is performed to assess whether
all trajectories originating from a bounded initial set satisfy specified safety and
goal conditions over a finite horizon.

Verification Scope and Assumptions The verification task is formulated by
defining (i) an initial set, representing uncertainty in the initial conditions; (ii)
a safe set, describing admissible regions of the state space; and (iii) an unsafe
set, which must be avoided for the duration of the reachability horizon.

While the safe behaviour of aerial delivery systems may be more naturally
expressed as bounded deviation from a reference trajectory, as in the gliding
drone case study of Kessler et al. [15], our system involves a higher-dimensional
state space and strongly coupled non-linear dynamics. As a result, we restrict
the specification to state-space safety and avoidance properties that are tractable
within CORA, and defer trajectory-based specifications to future work.

State-Space Dynamics The continuous-time dynamics derived in Section 2
are reformulated in state-space form for use with CORA’s non-linear reachability
solvers. The system is expressed as

ẋ = f(x,u),

where x comprises the drone and payload states, and u represents either bounded
control inputs (open-loop analysis) or feedback control laws (closed-loop analy-
sis).

Reachability Specification Reachability is evaluated over a finite time hori-
zon of Tf = 4 s using CORA’s non-linear reachability analysis. The specification
requires all trajectories starting from a bounded initial set to avoid unsafe states
for the entire horizon and satisfy a goal (safe) condition during the final second.
Appendix 7.6 provides a representative code snippet showing how initial sets,
safety and avoidance properties, and time-bounded reachability specifications
are encoded and verified in CORA for the closed-loop system.
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Initial Set The nominal initial condition corresponds to a hovering quadcopter
at zq = 5 m with zero velocities, zero payload swing, and a tether length of
ℓ = 1 m. Bounded uncertainty is modelled by an interval of radius 0.01 applied
uniformly to all 13 state dimensions (10 plant states and 3 PID integral states),
yielding the initial set X0.

Goal (Safe) Set The goal set constrains the quadcopter centre-of-mass altitude to
remain within a prescribed flight corridor during the final second of the horizon.
Specifically,

zq ∈ [2, 10],

while the lateral position xq and all remaining state variables are left uncon-
strained. This specification reflects a simplified altitude safety envelope consis-
tent with operational flight constraints.

Unsafe Set The unsafe set represents a near-ground crash region. Entry into this
set is defined by

zq ∈ [0, 1],

with all other state dimensions unconstrained. The size of this buffer accounts
for the presence of the tethered payload, ensuring that potential payload-ground
contact is captured even when the quadcopter itself remains airborne.

Control Inputs Closed-loop reachability is performed with no external inputs,
as all control actions are generated internally by the embedded PID controller.
Accordingly, the input set is defined as U = {0}.

Reachability Results We perform closed-loop reachability analysis of the
drone–payload system under the expert PID controller using CORA. Since CORA
does not provide a native class for PID control, the control law is embedded di-
rectly into the system dynamics. In particular, the integral terms of the PID
controllers are modelled as additional state variables with their own differential
equations, increasing the system dimension from 10 plant states to 13 states.
This explicit embedding of a cascaded PID controller into CORA constitutes a
non-trivial extension of the standard modelling workflow and represents a novel
aspect of this case study.

Fig. 3 shows the reachable sets of the closed-loop system projected onto
the quadcopter position subspace. For the given initial set and specification,
the safety properties are verified for a short initial time interval. In practice,
reachability propagation can be carried out successfully up to approximately
0.39 s, after which set explosion prevents further computation, thereby limiting
the achievable time horizon for closed-loop verification.

Discussion and Limitations Closed-loop reachability analysis with a neural
network controller has not yet been implemented in CORA for this system. While
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Fig. 3: Closed-loop reachability with PID control.

conceptually straightforward—replacing the PID control law with a neural net-
work evaluation—the primary focus of this work was to characterise the onset of
set explosion for the coupled drone–payload dynamics before introducing addi-
tional non-linearities from the neural network. The PID-based analysis already
demonstrates severe scalability limitations, suggesting that further model simpli-
fications or alternative reachability representations would be required for neural
network closed-loop verification. These preliminary results in CORA highlight
the challenges of system-level verification of closed-loop control with complex
multi-body dynamics, and motivate the complementary use of controller-level
verification and robustness analysis also presented in this case study.

4.3 Empirical Robustness Analysis under Adversarial Perturbations

Under PGD, MSE increases with ε for both models, but the normally trained
model degrades much faster; the adversarially trained model is more stable,
giving a ∼3–4× improvement in worst-case robustness across the tested bud-
gets (Figure 4b). The feature-level view at ε = 0.1 shows that relatively small,
structured perturbations distributed across state features can nevertheless drive
a large loss increase (Figure 4a). A complementary 2D slice of the local MSE
surface around a clean input x0 further confirms the projected gradient-ascent
interpretation: the adversarial point remains within the norm ball while moving
along a direction of increased loss (Figure 4c).
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(a) Feature perturbations under PGD (ε = 0.1). Clean (solid) vs. adversarial (dashed)
for a representative sample.

(b) Robustness under PGD attack: adver-
sarial MSE vs. ε.

(c) Local loss landscape (PGD slice)
around x0.

Fig. 4: PGD robustness and behavior. Top: per-feature perturbations at ε =
0.1. Bottom-left: robustness curve across ε. Bottom-right: local loss landscape
illustrating the PGD-maximised direction within the feasible region.

Lipschitz Robustness Analysis. To further assess the robustness of the learned
controller, we analyse its Lipschitz behaviour by estimating the sensitivity of
the network outputs to perturbations in the input state, approximating local
Lipschitz constants using Jacobian-based norms. The adversarially trained con-
troller exhibits consistently lower Lipschitz values, compared to the baseline.
This indicates smoother input–output mappings. These estimates complement
adversarial robustness and verification results by providing an interpretable in-
dicator of stability.

Limitations & Future Work These results provide empirical robustness ev-
idence for the chosen threat model (norm-bounded perturbations) and attack
settings, but they are not a formal robustness guarantee or necessarily reflect
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realistic noise. Future work can strengthen this analysis with more diverse at-
tacks, including multi-start or momentum PGD, and with domain-consistent
perturbations that better match real sensor or estimation errors.

5 Explainable AI

5.1 Adversarial Robustness with Explainability

Beyond adversarial MSE, we use Local Interpretable Model-agnostic Explana-
tions (LIME) [25] to probe how feature reliance shifts under attack and after
adversarial training by estimating local per-feature sensitivities around each sam-
ple. This complements robustness curves by revealing if the controller depends
on a few brittle features or spreads importance across the state.

LIME Analysis For each test sample x, LIME fits a sparse linear surrogate in
a neighbourhood of x using perturbed samples and model queries; the surrogate
coefficients are treated as local feature importances. For our model, we compute
LIME per output dimension by explaining one component fθ(x)j at a time. To
understand the stability of explanations under adversarial attacks, we generate
adversarial inputs using PGD and compare the explanations between clean and
attacked versions of the same sample:

xadv = PGD(x; ε, T, α).

We set α = ε/T (matching our implementation default) and use ℓ∞ PGD.

LIME Drift. To quantify how much the model’s local explanation changes under
attack, we introduce the concept of LIME drift as the ℓ1 difference between LIME
weight vectors computed on the clean sample and its adversarial counterpart,
matched by feature name:

DLIME(x) =

d∑
i=1

∣∣wi(x)− wi(xadv)
∣∣, (14)

where wi(·) denotes the LIME importance weight for feature i (for a fixed output
dimension). A lower drift indicates more consistent local decision logic under
adversarial perturbations.

Per-sample LIME heatmaps. Figures 8 and 9 in Appendix 8 visualise per-sample
LIME feature importances (absolute weights) across multiple randomly selected
test samples. Each panel shows a heatmap of size (#outputs × #features),
revealing which features influence which output dimensions for that sample.
The normally trained model shows concentrated reliance (sharp peaks) on a
few features, while the adversarially trained model exhibits more diffuse impor-
tance across features and outputs, consistent with reduced sensitivity to bounded
worst-case perturbations.
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Fig. 5: Average change in LIME importance after adversarial training.
∆w averaged over n = 32 random test samples, highlighting systematic shifts in
feature reliance induced by adversarial training.

Change in feature reliance after adversarial training. To visualise how adversar-
ial training alters local feature reliance, we compute difference maps

∆w = wadv-trained − wnormal.

We report both per-sample and aggregated views: Figure 10 (Appendix 8) shows
∆w for individual test samples, while Figure 5 (main paper) reports the mean
∆w over n = 32 randomly selected test points. Blue indicates decreased local
importance after adversarial training and red indicates increased reliance. Over-
all, adversarial training tends to reduce isolated and wrong attribution spikes and
dampen large shifts in local feature weights. We include only the aggregated dif-
ference map (Figure 5) in the main paper; all per-sample heatmaps are deferred
to the Appendix for completeness.

Observations. The robustness improvements seen in adversarial MSE are ac-
companied by improved explanation stability : the adversarially trained model
exhibits lower mean LIME drift (Eq. 14), indicating more consistent decision
logic even when inputs are attacked. Qualitatively, adversarial training encour-
ages the controller to rely less on a narrow set of highly sensitive features and
to distribute reliance across the states, which aligns with the observed increase
in robustness under PGD.

Integrated Gradients We also look into Integrated Gradients (IG) [29] to an-
swer the core question: “Across the entire interpolation path from a baseline input
to this sample, how much cumulative effect does feature i have on the output?”
We compute IG for both x and xadv; paired clean vs. adversarial visualisations
are provided in Appendix 8 (Figures 11–12). Large IG changes between x and
xadv indicate that the model’s gradient-based sensitivity profile shifts under at-
tack.
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Observations. As shown in Figures 11–12, the normally trained model exhibits
larger attribution changes between clean and adversarial inputs (consistent with
higher LIME drift), whereas the adversarially trained model shows smaller changes
and lower drift. Overall, adversarial training reduces sharp spikes and makes
feature reliance/influence more consistent even under worst-case bounded per-
turbations, aligning with the robustness trends observed under PGD evaluation.

6 Discussion and Conclusions

This case study examined the robustness and verifiability of a neural network
controller for a quadrotor with an underslung payload, highlighting both the
potential and the current limitations of neural network verification tools when
applied to realistic aerial robotics systems.

Our results show that controller-level formal verification using Vehicle and
Marabou can successfully capture meaningful, physically interpretable proper-
ties such as bounded actuation, correct control direction, and quiet behaviour
near equilibrium. Incorporating these properties into training via property-driven
training measurably improved verifiability, with additional properties being for-
mally satisfied on a benchmark problem. This demonstrates that aligning learn-
ing objectives with formal specifications can positively influence verification out-
comes. However, scalability remains a key challenge: full controller-level verifi-
cation of the tethered drone neural network was not tractable due to input
dimensionality, dataset size, and solver constraints.

System-level reachability analysis using CORA further illustrated the diffi-
culty of verifying closed-loop neural network–controlled systems with non-linear,
coupled dynamics. While CORA provides valuable insight into finite-horizon
behaviour, set explosion and computational limits restrict its applicability to
higher-dimensional problems. Complementary adversarial robustness analysis
supports this but does not offer formal guarantees. Explanation stability also
improves, with LIME drift approximately halved and smaller Integrated Gradi-
ents under attack, indicating more consistent reliance on key features.

Our work highlights the gap between realistic cyber-physical control problems
and the capabilities of current verification tooling. By combining behavioural
cloning, robustness-oriented training, controller-level verification, and system-
level reachability analysis, this case study provides a challenging and representa-
tive benchmark for future research. Advancing verification scalability, integrating
physically meaningful specifications more directly into training, and developing
tighter connections between controller-level and system-level guarantees remain
important directions for future work.
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7 Appendix

7.1 Numerical Simulation Framework

The system of equations derived in Section 2 describes a coupled set of nonlinear,
second-order differential equations governing the motion of the quadcopter drone
and tethered payload. Closed-form solutions are not available; therefore, the
dynamics are integrated numerically over discrete timesteps using a fourth-order
Runge–Kutta (RK4) scheme with timestep ∆t.

At each simulation timestep, the following operations are performed:

1. Evaluate the current state vector s(t).
2. Compute the state derivatives from the continuous-time dynamics:

ṡ = f(s,u,p),

where u denotes the control inputs and p represents the physical parameters
loaded from a configuration file (config.yaml).

3. Advance the state using RK4 integration:

s(t+∆t) = s(t) +
1

6
(k1 + 2k2 + 2k3 + k4),

with
k1 = f(st),

k2 = f(st +
1
2∆tk1),

k3 = f(st +
1
2∆tk2),

k4 = f(st +∆tk3).

4. Resolve the algebraic coupling between tether tension Q and quadcopter
acceleration using a quasi-static fixed-point iteration:

Q(i+1) = mp

(
g cosϕ+ aq · u− (ℓ̈− ℓϕ̇2)

)
,

where aq = (ẍq, z̈q)
⊤. For ∆t < 0.05 s, convergence is typically achieved

within one or two iterations.

The simulation is implemented in a modular Python framework:

– dynamics.py: continuous-time dynamics and force computations,
– simulation.py: RK4 integration loop and data logging,
– pid_control.py: expert PID controller implementation.

This simulation environment serves both as a validation tool for the expert
controller and as the data-generation engine for training the neural network.

7.2 Free-Body Diagram

Fig. 6 illustrates the free-body diagram of the quadcopter and the payload.
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Fig. 6: Free-body diagram showing the forces acting on the quadcopter and the
tethered payload.

7.3 Tether Geometry and Kinematic Derivations

We consider planar motion of a quadcopter with a payload suspended beneath it
by a massless, inextensible tether of variable length ℓ. The tether configuration
is parameterised by the swing angle ϕ, measured from the vertical. Unit vectors
aligned with and perpendicular to the tether are defined as

u(ϕ) =

[
sinϕ

− cosϕ

]
, t(ϕ) =

[
cosϕ

sinϕ

]
.

The payload position is expressed as

pp =

[
xq

zq

]
+ ℓu(ϕ),

and differentiation yields

p̈p =

[
ẍq

z̈q

]
+ (ℓ̈− ℓϕ̇2)u+ (2ℓ̇ϕ̇+ ℓϕ̈) t.

These expressions are used to derive the payload swing and tether tension
equations presented in the main text.

7.4 PID Controller Implementation Details

Cascaded Control Structure The PID controllers are arranged in a cascaded
architecture, as shown in Fig. 7. Outer-loop controllers generate reference com-
mands for inner-loop controllers, which stabilise the quadcopter attitude and
vertical motion.



24 C. Arnott et al.

Fig. 7: Cascaded PID controller diagram

Control Allocation The translational and rotational control outputs are mapped
to individual rotor thrusts using a standard mixing matrix:

T1

T2

T3

T4

 = M

[
uz

uθ

]
,

where M is determined by the quadcopter geometry and rotor configuration.

Anti-Windup and Saturation Handling To ensure stable behaviour under
actuator limits, saturation bounds are imposed on all control outputs. Integral
windup is mitigated by freezing the integral term whenever saturation occurs in
a direction that would further increase the error:

(ui > umax ∧ ei > 0) ∨ (ui < umin ∧ ei < 0) =⇒ İi = 0

This prevents integrator accumulation during saturation and enables smooth
recovery once the system re-enters the linear operating regime.

7.5 Vehicle Specification of Formal Properties

This appendix provides the complete Vehicle specification of the formal prop-
erties evaluated in Section 4.1.

Initialisation and helper methods (Listing 1.1). We treat the network input as
an n-dimensional real vector State containing the relevant state components
and tracking errors, and the network output as a d-dimensional real vector Ctrl
containing the control commands (system agnostic specification). The predicate
validState encodes the bounded input domain X by enforcing component-wise
lower/upper bounds (minimumInputValues, maximumInputValues).
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1 type State = Tensor Real [n] -- n-dim vector of states+errors
2 type Ctrl = Tensor Real [d] -- d-dim vector of control

outputs
3

4 -- Absolute value
5 abs : Real -> Real
6 abs r = if r >= 0 then r else -r
7

8 -- Input domain (bounded quantification)
9 minimumInputValues : State

10 maximumInputValues : State
11

12 validState : State -> Bool
13 validState x = forall i . minimumInputValues ! i <= x ! i <=

maximumInputValues ! i

Listing 1.1: System-agnostic Vehicle specification initialisation.

Network definition and normalisation (Listing 1.2). The function normalise
applies the same per-feature affine normalisation used during training, using
the vectors named meanScalingValues (µ) and stdDevScalingValues (σ). The
network itself is declared as @network ctrlNet : State -> Ctrl, and applyCtrl
wraps the network together with the normalisation.

1 -- Normalisation
2 @parameter
3 meanScalingValues : State -- mu (per -input -feature mean)
4 @parameter
5 stdDevScalingValues : State -- sd (per -input -feature std)
6

7 normalise : State -> State
8 normalise x =
9 foreach i . (x ! i - meanScalingValues ! i) /

stdDevScalingValues ! i
10

11 -- Network definition
12 @network
13 ctrlNet : State -> Ctrl
14

15 applyCtrl : State -> Ctrl
16 applyCtrl x = ctrlNet ( normalise x )

Listing 1.2: Normalisation and definition of neural network in Vehicle.

Constants used by properties (Listing 1.3). u_min and u_max are vectors de-
scribing the control bounds; m is the margin for Property P1.2; epsilon is
the “far-from-reference” threshold for Property P2; and the vectors eps_eq and
u_quiet define the equilibrium neighbourhood and allowed small-control region
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for Property P3. The elements of eps_eq and u_quiet should always be positive
to compare with absolute state and control values.

1 -- Constants used by properties
2 @parameter
3 u_min : Ctrl -- actuator lower bounds (vector)
4 @parameter
5 u_max : Ctrl -- actuator upper bounds (vector)
6

7 @parameter
8 m : Real -- margin for P1.2 (m > 0)
9

10 @parameter
11 epsilon : Real -- "far from reference" threshold (>0) for P2
12 @parameter
13 eps_eq : State -- "near equilibrium" threshold vector for P3
14 @parameter
15 u_quiet : Ctrl -- quiet -control bound vector for P3

Listing 1.3: Vehicle constants used by formal properties.

Formal properties. Properties P1–P3 are described through Listings 1.4, 1.5 and
1.6, respectively.

1 -- Property P1: Global Saturation Safety
2 @property
3 P1_global_saturation : Bool
4 P1_global_saturation =
5 forall x .
6 validState x =>
7 forall i . u_min ! i <= (applyCtrl x) ! i <= u_max ! i
8

9 -- Property P1.2: Saturation Safety with Margin
10 @property
11 P1_2_saturation_margin : Bool
12 P1_2_saturation_margin =
13 forall x .
14 validState x =>
15 forall i . (u_min ! i - m) <= (applyCtrl x) ! i <= (

u_max ! i + m)

Listing 1.4: Vehicle specification for Properties P1 and P1.2.

Property P2 (Listing 1.5) affects one control channel. Therefore, if the prop-
erty is to be applied over several control axes, different instances of the same
property should be defined. Here, e_idx and u_idx are the corresponding state
and control output indexes representing the error and control values of the rel-
evant channel. For example, consider Property P2 wants to enforce that if the
drone is too far left from the setpoint (the horizontal error ex is largely negative
ex ≤ −ϵ), then the control output corresponding to the x-axis (ux) should push
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to the right (ux > 0). This corresponds to the x-channel, and e_idx and u_idx
should be set as the indexes corresponding to ex and ux in the state and value
vectors.

1 -- Property P2: Correct Control Direction at Extremes (
example on one channel)

2 @property
3 P2_correct_direction : Bool
4 P2_correct_direction =
5 forall x .
6 validState x =>
7 ( (x ! e_idx) > epsilon => (applyCtrl x) ! u_idx < 0 )

and
8 ( (x ! e_idx) < -epsilon => (applyCtrl x) ! u_idx > 0 )

Listing 1.5: Vehicle specification for Property P2.

1 -- Property P3: Quiet Control Near Equilibrium
2 nearEquilibrium : State -> Bool
3 nearEquilibrium x = forall i . abs (x ! i) <= eps_eq ! i
4

5 @property
6 P3_quiet_near_equilibrium : Bool
7 P3_quiet_near_equilibrium =
8 forall x .
9 validState x and nearEquilibrium x =>

10 forall j . abs (( applyCtrl x) ! j) <= u_quiet ! j

Listing 1.6: Vehicle specification for Property P3.
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7.6 CORA property specification and reachability setup

1 % Closed -loop nonlinear system (PID embedded in dynamics)
2 nX = 13; % 10 plant states + 3 PID integral states
3 nU = 1; % no external inputs (closed -loop)
4 fCL = @(x,u) quadPayloadPID_ode_lin(x,u,p);
5 sysCL = nonlinearSys(fCL , nX, nU);
6

7 % Initial condition with bounded uncertainty
8 x0_nom = [0; 5; 0; 0; 0; 0; 1; 0; 0; 0];
9 e_int0 = [0; 0; 0];

10 x0_full = [x0_nom; e_int0 ];
11

12 eps0 = 0.01;
13 params.R0 = zonotope(interval(x0_full - eps0 , x0_full + eps0)

);
14

15 % Reachability parameters
16 params.tFinal = 4;
17 params.U = zonotope (0);
18

19 options.timeStep = 0.001;
20 options.taylorTerms = 4;
21 options.zonotopeOrder = 20;
22 options.alg = ’poly’;
23 options.tensorOrder = 3;
24 options.errorOrder = 3;
25 options.intermediateOrder = 3;
26

27 % Specification sets
28 INF = 1e6;
29 lb_goal = -INF*ones(nX ,1); ub_goal = INF*ones(nX ,1);
30 lb_goal (2) = 2.0; ub_goal (2) = 10.0;
31 goalSet = interval(lb_goal , ub_goal);
32

33 lb_avoid = -INF*ones(nX ,1); ub_avoid = INF*ones(nX ,1);
34 lb_avoid (2) = 0.0; ub_avoid (2) = 1.0;
35 avoidSet = interval(lb_avoid , ub_avoid);
36

37 % Time -bounded specifications
38 spec1 = specification(goalSet , ’safeSet ’, interval(params.

tFinal -1, params.tFinal));
39 spec2 = specification(avoidSet , ’unsafeSet ’, interval(0,

params.tFinal));
40 spec = add(spec1 , spec2);
41

42 % Reachability verification
43 [RCL , resCL] = reach(sysCL , params , options , spec);

Listing 1.7: Closed-loop reachability specification in CORA
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Fig. 8: Normal model: LIME feature importance per sample. Each panel
shows a heatmap of absolute LIME weights (#outputs × #features) for a ran-
domly selected test sample. Darker cells indicate stronger local reliance.

8 Additional Explainability Visualizations

This appendix provides supplementary LIME and Integrated Gradients (IG)
visualisations referenced in the main text (Section 5.1). We include per-sample
LIME heatmaps for the normally trained and adversarially trained controllers,
as well as per-sample difference maps that highlight how local feature reliance
changes after adversarial training. We also report representative IG bar plots
(clean vs. adversarial) together with the corresponding LIME drift values to
illustrate stability under attack.
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Fig. 9: Adversarially trained model: LIME feature importance per sam-
ple. Compared to the normal model, feature importance is generally less spiky,
suggesting reduced reliance on brittle feature pathways.
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Fig. 10: Per-sample change in LIME importance after adversarial train-
ing. Heatmaps show ∆w = wadv-trained − wnormal (per output × feature). Blue
indicates decreased reliance after adversarial training; red indicates increased
reliance.
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Fig. 11: Normal model: Integrated Gradients (clean vs. adversarial)
with LIME drift. The paired bars show IG attributions per feature for output
j=0 on the clean input x and the adversarial input xadv. The reported LIME
drift (0.565) indicates a larger change in local explanation under attack.

Fig. 12: Adversarially trained model: Integrated Gradients (clean vs.
adversarial) with LIME drift. Compared to the normal model, both the
IG profile shift and the LIME drift are smaller (0.228), indicating more stable
feature reliance under adversarial perturbations.
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